Virus Prevention, Detection, and Removal
1.0 PURPOSE

The purpose of anti-virus software is to provide the Bureau with comprehensive protection against computer viruses and malicious code. This protection includes the tools and procedures necessary to prevent major and widespread damage to user applications, files, and hardware. In addition to protecting the information on individual workstations and servers, anti-virus software protects the network. The availability, performance, and security of the network against viruses and other forms of malicious code (worms, Trojans, backdoors, VBS scripts, mass-mailers, etc.) is required. 
2.0 SCOPE

This policy applies to all employees using the Bureau network and systems.  All computers, servers, and laptops must have Anti-Virus protection software running on them.
4.0 RESPONSIBILITY/REQUIREMENTS

The Technical services department has implemented TrendMicro Office Scan Server and Desktop which provides comprehensive protection computer viruses. 
TrendMicro Office Scan Protect your desktops, laptops, and network servers with OfficeScan™, comprehensive security against today’s complex, blended threats and Web-based attacks. New Web Reputation protects your clients—on and off the network—by blocking access to and from malicious sites. OfficeScan also delivers improved virus and spyware protection, new anti-rootkit, variant detection, plus malware and remnant removal

Software Copyright Compliance

1.0 PURPOSE

The purpose of this policy is to provide guidance to Technical Services Department and Bureau relating to the use, compliance, and limits of copyrighted

software.

2.0 SCOPE

This policy applies to all employees using Bureau systems and the operation and

maintenance to Information Technology (IT) systems.

4.0 RESPONSIBILITY/REQUIREMENTS

4.1 All software must be installed by the Technical Services Department

4.2 Only software (including shareware) purchased through the Technical Services Department, or approved by management can be installed on a

Bureau computer.

4.3 Software must only be used in accordance with licensing agreements.

4.3.1 If a license is for multiple users, the authorized number of copies must not

be exceeded.

Disaster Recovery Plan

1.0 PURPOSE

The purpose of this policy is to specify requirements and responsibilities for the Technical Services Department, in order to maintain essential services and recover critical systems in the event of major failure or disaster. Immediately following a disaster, the primary objectives of a disaster recovery plan are: (1) to reduce the risk of disruption of operations and loss of information; (2) to communicate responsibilities for the Data Backup Process

2.0 SCOPE

This policy applies to all the Bureau and THC Offices who operate, manage, or use Information Technology (IT) services or equipment to support critical business functions.

4.0 RESPONSIBILITIES/REQUIREMENTS

4.1 Bureau Responsibilities

4.1.1 Maintain business continuity and disaster recovery plans in order to effectively resume operations during a disaster or a service disruption.

4.1.1.1 Maintain a disaster recovery plan with procedures designed to provide prompt and effective continuation of critical missions in the event of a disaster.

4.1.1.2 Ensure that all relevant personnel can be contacted when needed to assist in the business continuity and recovery operations.

4.1.1.3 Employees involved in the business continuity and disaster

recovery plans will be aware of their roles and responsibilities

during a disaster or a service disruption.

4.1.1.4 All plans and procedures will undergo annual managerial review of

disaster recovery considerations to update technical, environmental, procedural, or administrative changes that may occur.

4.1.1.5 Technical Services our responsible for periodically testing their

disaster recovery plan(s).

4.1.2 Technical Services Manager will be the Disaster Recovery Coordinator.

4.1.3 Technical Services will periodically assure that all critical systems and data are being promptly identified in order for proper maintenance.

4.2 Technical Services Responsibilities

4.2.1 Provide management and technical support to agencies during

development and/or execution of their disaster recovery plans.

4.2.3 Technical Services will maintain the ability to process critical information in the event of a disaster.

4.2.4 Technical Services will maintain an inventory of all approved hardware, software, and service contracts, including contact information, for IT systems.

4.2.5 Technical Services will provide security services, where feasible, to protect information assets from theft, alteration, and/or loss of confidentiality.

4.2.6 Technical Services will provide monitoring of critical network hardware and services during non-business hours, by a combination of monitoring tools and on-call Network and Technical Support and Desktop Support to all staff.

4.3 Information Resources

4.3.1 Continuity of information resources supporting critical services must be ensured in the event of a business disruption or a disaster.

4.3.2 The expense of security safeguards must be cost effective and equal to the value of the assets being protected, as determined by a risk analysis.

4.4 Backups 

4.4.1 Technical Services will have a documented definition of its backup strategy, which will minimally include periodic backup of critical business information 

4.4.2 Backups of critical business data and systems will be stored in a physically

secured environment, which will be located at a safe distance away from the

originating facility to escape a local disaster.

4.4.3 Backups of critical business data and systems that have been archived for a prolonged period of time will be tested regularly to ensure the information is

recoverable and usable.

5.0 DEFINITIONS

5.1 Archive – (1) A long-term storage media, often on magnetic tape, for backup copies of  files or files that are no longer in active use. (2) To move data to a less accessible or less expensive storage media or method.

5.2 Backup – To copy files from one storage area, especially a hard disk, to another to prevent their loss in case of a disk failure.

5.4 Critical Business Data – Data that must be backed up frequently because of its importance to the Bureau.

5.6 Disaster - Any event that makes an organization unable to provide critical business functions for a pre-determined period of time. This may include: any occurrence or imminent threat of widespread or severe damage, injury, or loss of life or property resulting from a natural, technological, and/or national security incident, (ex: fire, vandalism, natural disaster, or system failure).

5.7 Disaster Recovery Plan – A plan that applies to major, usually catastrophic, events that deny access to the normal facility for an extended period. This IT focused plan is designed to restore operability of the target system, application, or computer facility at an alternate site after an emergency.

5.10 Technical Services - This group provides all levels of
support to all computer and network users.
6.0 The Technical Services Departments Backup strategy

Data Backup Process

We use Symantec Backup Exec 11d for Windows Servers Software on a Windows 2000 Server to backup the data from all our servers daily.  The data is backed up to DTL backup tapes in a Quantum robotic tape library.  We backup all data daily, Monday through Sunday for a 14 day period.  

We set the backup software to run two backup jobs each night. The software runs to the first backup job to backup our Windows Servers, and then runs a second backup job to backup our Novell Servers. 

The back backup software is set to send an email to our generic email address of tech@saltlake.org to indicate when the backup process has begun, when it has completed and report any problems the backup software may have had with the backup job. We have the tech@saltlake.org email account set to forward all emails to the @saltlake.org email acct of each individual in the Technical Services Department. This in turn, forwards these messages to the individual’s blackberry accounts, therefore providing almost immediate notice upon problems with the backup process. 

The tape library and backup software is located in the Salt Palace Convention Center offices. To better prepare for backup recovery, we are in the process of setting up a second backup process to be stored in the SLCVB offices at 175 South West Temple.  This second process/procedure will use the same Symantec Backup Exec 11d for Windows Servers backup software with external hard drives to store the backed up data. This second process will be integrated with the first backup process/procedure to backup data in the other office so that in the event disaster occurs, we will have the original data in one office and a backup copy of the data in the other office. Therefore, allowing us to always have data available to recover the network and data to its original state before the disaster occurred.  

IT Resources and Services we provide
1.0 PURPOSE

The Technical Services Department provides employees with access to Information Technology (IT) resources as required for the performance and fulfillment of job duties. This policy defines the responsibilities of both the Technical Services and the employee in regard to these resources.

2.0 SCOPE

This policy applies to all employees who use Bureau systems.

3.0 RESPONSIBILITY/REQUIREMENTS

3.1 Overview of Technologies

3.1.1 Technical Services Department defines two types of IT resources; technologies that create records, and those that do not.

3.1.1.1 Those that create records include, but may not be limited to, the

Internet, the Intranet, e-mail, fax, voice mail, and any emerging

technologies.

3.1.1.2 Those that do not create records include, but may not be limited to,

computer hardware and software, telephones, cell phones, pagers,

two-way radios, and other communication devices.

3.2 Technical Services Department Responsibilities

3.2.1 Technical Services Department has the right to monitor and review employee use as required for legal, audit, or legitimate authorized state operational or management purposes.

3.3 Employee Responsibilities

3.3.1 Only minimal personal use of Bureau IT resources is allowed, and should not interfere with the legitimate business.

3.3.2 Access to any state-provided IT resource may be denied or revoked at any time for any reason without notice.

3.3.3. Access and privileges on Bureau applications systems are assigned and

managed by the Technical Services Department of specific systems. Eligible individuals may become authorized users of a resource or system and be granted appropriate access and privileges by following the approval steps for that resource or system. 
3.3.4 Inappropriate use of Bureau -provided IT resources posing the risk of disruption to Bureau activities is prohibited. 

3.3.5 Employees will be informed about confidentiality, privacy, and acceptable use of state-provided IT resources as defined in this policy. Detailed information is available in the following appendices:

3.4.1 Employees should used or approved Bureua-provided equipment. 
3.5 The Technical Services Department provide Staff to submit online Technical Support Request that once submitted get emailed right technican.
3.5.1 We provide Blackberry Mobile support and services to staff.

Maintenance Polices for Servers and Desktops

1. Weekly Server Maintance

a. Check log files for error etc…

b. Check disk and memory usage

c. Check and run hardware monitors

d. Apply Patches and Updates from respected software and hardware vendors.

e. Require of backup data

f. Check server LEDs, fans, and temp readings
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